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Ransomware Attack
§ Late on Friday, May 27, 2016, the University of Calgary
experienced a ransomware malware attack.
§ Ransomware is a type of malware that severely restricts
access to a computer, device or file until a ransom is
paid by the user.
§ Both applications and files were infected, including one of our major
email systems which had over 9,000 users.

The Response: Boots on the Ground
§ Chief Information Officer, Associate VP Risk, VP Finance, Director
of Risk Management & Insurance and the Privacy officer were
notified.
§ Emergency Response Team was convened.
§ University Relations handled communications.
§ The Cyber and Data Security insurance policy was checked – the
“Duties in Event of a Claim” section.
— The Cyber Breach coach was contacted, retained and engaged.

— The Security specialists were engaged and on site within a few hours.

The Response: Breach Containment
§ Affected computers/file servers were physically unplugged or virtually
“sandboxed”.
§ Determined that infected equipment in sleep mode was o.k. if not
awakened.
§ Campus-wide message: “Don’t touch your computer”.
— Posters on every external door on campus.
— IT Website
— UCEmergency App Notification

§ By Monday morning Deloitte had deconstructed the malware and
created a “blocker” app and the anti-virus companies had updated the
signatures. The blocker prevented the program from executing,
malware detection tools and anti-virus wiped it off.

The Response: Assess Source of the Breach
§ Traced the malware - determine where it came in, how it infected
the system and then trace the infection (almost like a pandemic
diagram).
§ Deloitte worked on the “fingerprints” of the ransom tool to try to
determine the trail of the originator (i.e. external/internal, country
source, chatter on the dark web or the regular internet).
§ Retained all the forensic evidence related to the breach (can be
required for police or insurance company.
§ Documented actions taken – meeting 3 to 4 times a day.

The Response: Courses of Action
§ Determined systems and users affected – suspected or encrypted machines.
§ Portals re-evaluated for criticality and behaviour patterns.
§ Email was inaccessible for over 8000 people – Provisioned 8,000+ Office
365 email accounts in 5 days.
§ Identified events and other activities happening on campus and how they would
be impacted.
§ Investigated whether personal data could have been breached.
§ Network tools enabled for constant monitoring of internal (across the network)
and to external (outside to inside the network) activity.
§ Addressed equipment beaconing out to the internet and portals allowing
suspicious content into the network.

Ransom Payment – Making the Decision
§ Ransom notes normally provide up to 7 days for payment.
§ Payments are always in bit-coin.
§ Considered whether any information could be on computers that were not
backed up and how critical it may be.
§ Debated paying the ransom as payment does not guarantee the
encryption keys will be released or that the keys themselves could
introduce new malware.
§ Considered mitigating litigation possibilities arising from un-backed up
information through paying ransom.
§ Utilized existing Governance structure for making the decision to pay.
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Ransom paid – 27 bitcoins - ~$20,000 CDN
Waited for the decryption keys – will they send them?
Had more than one set of experts “clean” and test the keys.
UofC went public with the information.
Continued to monitor systems in case this sparked other attacks.

Ransom – Public Disclosure

Insurance
§ Public relations and crisis management consultant to avert material
damage to brands/business operations.
§ Forensic consultant to attempt to establish the identity of the hacker.
§ Security specialist to assess the electronic security and costs of
reasonable security improvement.
§ Temporary storage of electronic data at a third party location.
§ Privacy data breach cover.
§ Cyber extortion cover.
§ Cyber business interruption cover.

What Worked Well
§ ERT and IT incident command in place very quickly. Regular
meetings. Specific deliverables monitored.
§ Engaged specialists.
§ Purchased insurance – allowed us to access resources and
expertise you don’t normally require.
§ Cared for the people - ice cream, popcorn, addressing burn-out
§ Brought together Institutional Crisis Management Team and
Emergency Operations Centre when required.

What Worked Well
§ Provisioned over 8,000 new emails in 5 days to allow people to
continue to work.
§ Contacted the right people – internally and externally.
§ Communicating with the campus – generally positive feedback.
— Repurposed UCEmergency App for campus communications.

§ Kicking it back to the 80’s (unplugged)

— re-connecting with people face-to-face (“sneaker-net”).

What Worked Well
§ Brought IT to the people – Created “pop up” IT help centres
across campus to facilitate mandatory password change.
§ Crisis Response Centre:
— Levity in the Crisis Room:
§ “Word of the Day” challenge.

— Continuity of leadership in the room.

— Constantly re-prioritized worklist to fit the situation; tracked activities

and deliverables.

§ Publically acknowledged ransom payment.

What We Do Differently
§ Breach Coach and Security Specialists on retainer.
§ Restrict full network access to managed devices only – provides
visibility of equipment to IT and allows IT to update malware and
virus detection software.
§ Establish process and rules around decrypting data.
§ Recognize that the situation may require significant time to fully
resolve.
§ Ensure offline contact information is available for key individuals in
the institution.

What We Do Differently
Predetermine Who May Need To Know
§ Privacy Officer (in case there is a release of information and you
required to disclose to the Privacy Commissioner).
§ University Executive.
§ Senior Institutional Leaders.
§ Board of Governors? (dependent on authority levels and governance
structures)
§ Broker/Insurer (if applicable).
§ Law Enforcement.
§ Students, Employees, Customers, etc. if there is an information breach.
§ Media – proactive vs. reactive response.
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